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AND EMA.1L EVENTS VIA A COMPUTER NETWORK. 10 A SERVER 

ilACKGRi;HiNDi:)F:mE^^ 
J ■ Field of the Inveiaion 

This snyention relates gcneialiy ro co.mpvsl.cr lictworks, arid Lac>re 
particularly veiaies lo autorrjatic data ibrwarding via a C()mpiUt.i- network' to 
sen-'er compister. 

Data acc5:\sssbi!ity axid coasisieiicy are sign.itlcar=t coricerr-s ofcotisputer 
users. .I'-^'Oi extunpic, vvheii a. user niai.n(a.ii-j.s .nraliipie computer siles, e,g., a work 
site aud a hou^e Site, a i.i3ej risky having reduTidai-^it versions o.f a documeir- or an 
e.-ru'iil If Ofre of the redijr.idar,v5. eopies is rsiOditied, tb.su the copies becr;rvje 
ctlectiveiy inconsistent. If dis user taiis to notice any inconsistency, inte.rpaity 
.n>isc.on-j.vn.Ufjicatio.r!.or da!.a ,So;rs siu^.y re$uh, Thic u^^er ru>.?st ttien spend subst;trniai 
urne. attcnrpting recoriciic tlie itieonsi sier.it. versioo.3 aiu.i 3.ddtes,?;ing ai-sv 
tai scorn n;r uai ca mmn . 

Data iriconsbiency is o.ltejr ca.used when the rcdimdant. copies of the 
docvu-iieTE or etnai.l are .rnainiakred on diOerer-t sites, and when one or more of tiie 
redundiitji copies .is inaccessible. For e.xa.a>ple, if one of versions is rriai.nta.ined on 
a corn.pid.er site tiiat i.s protected by a network, sticmry sy,?teor such as a 
co-rventH-nal .firewail, e.g , Ure work eonipiitcr site, (h& security system may 
prevefr;. tliC user frciro accessing t}>e ccnjy. Wiihout aece^JS lo all cornpnter sites, 
vhe ui^er is unabie to coniirvr.i thai the version orr an aeces.sible site is the ro.ost 
recent draiL 

The problems of data inconsistency md uiacce;^sibih;y arise in trie areao.f 
electronic niai! (email). Fi.vr exavi^pie, a user cc.igld. caajvUai.u oiiraii dau^^ases at a 
work computer she arrd at a hosne cornprrter site. Based on the seccriw ^ysten^s 
i.nipierncnted, a tr;^velirig user cnrrend.y working norn a reniote tern^inal may not 
have access righis die work computer site or tbe necessary dedicated 
application progranrs to pass the hnranel secnrhy, Thos, the ui-er may not be able 
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to re-view the: email mainiained at the work computer site and tlius cannot read or 
respond to work eroails uritil returrurjg to work- Stiff fofthei', vvben nuui-uaining 
sevexal accessible sites, tlie iraveiirsg uasx is bi^-dcned to mai.f.uam a tecoid of ail 
procedures md passwords to overcome tlic security sy5;.o?n of ciu-h siic. 

These pjobleros arc .fu,r;iicr cxr.?cerba.ted vA\m usijig eni:sil prosnarns iToni 
different vexidors arsd whicl) iirspiement diffe-ciH protocoli?. For exa.nn";k% the 
Netscape Navigator^' ' e-rnail client md ?he ('juu.ook- Fxpre^?" ' entail clieiU eacb. 
HKiiiage eriiail across corBputer oftt>.vork.s. However, ciich enntji ciidrnt uses 
ditierent lonnais^ siores emails in ditterenv Hies and irnpienicrits ddi'ercia. 
protocols. Ttas, the emails axt not readily ^rr;.erchaageai.)lc. 

Therefore, a system a- id method are oeeded .tor providing users wstb email 
consistettcy mid accessifeility across a computer network, 

A networic system rnelude'^ a server cumputer system coiipied via a 
cornpuier network to a cberst comptster system, to m email cotrtpuieT system, arsd 
to a jeraote corciputer sysfe.a-i- The servej computer aystein dovv.ai<)ads a.o erca-l 
tVirsvarding enguie to tl\e client co?apu:.-er system t<)r enabling the email 
.forwaxding tijr.coonaii.t.y on the ciieni computer sysiem. Oe die client computer 
system, the email .forwarding engme examines start criteria, deterrrdn.es whether 
the sliixi. crileria have been met, obtains mw email aod/or email events Irom an 
email database., and .fc-rwards the new email and./or email everits to ihe aerver 
computer systerii, I'lie .verve? computer system rraun5.ai,ns diem in a database. The 
email forwarding ejigine inchides a iilte?- for eaani!,m,rrg the enuiil arsd'or e.;r;a.i; 
events agai.r}3t filter coniiol data to deiermme li-je data to b=a.frsfcr and ibe desired 
iranster protocols. l Ue server comptiter system stores an i.ridependentiy 
rr.iodi.tlable copy of user preferences, e.g.. Mart criteria, stored od ihe cye.rs.t 
computer system to enable remote niodillcation of the user prefereoees. in 
accordance widi a coTi,ngiaatica!.-check scb.edule, the clierjt computer systetn 
dei.enaines 'whetlior a.ny cbaogcs to tl\e iTidependently moduiable cony of th,c user 
preforences Iras bcer^ made, aad i,f so fnodilics iti? copy Cii tl\e ose.r prctererx^es. 
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A firsi metliCKi embodiment. compr;:K^s eKanuiiaig start criteria; 
dcHentjiBU-sg vvheiher the siaxi. cnUeriahave ijecnrnet; obtaining new email events 
ixom (m email database after tlK- stait i^viteda Kave been met; and fonvaixiii-ssi 
information conesponding to il^e. new enjai; evenis %'ia & computer network to a 
database, 

A. secoTid njethod embodiment consprises est^^biishiiig a coin}-nimicaiiot\s 
charuiei with a client Ci>mpute/: system; receiving inforn-ation cesrrespoiKt.a^g to 
n.ew email ex'ems from the client, computer system; and sioving the in.tbnnation 
corresporjding to tbe Jievv email events In a database. 

A third tncthod embodir-jejit comprises obtaining iiite.r cositroi data; 
examiiiing emfiii data against the futer control data; deternd.air\g at leain orse 
tiaaster protocol ibr the eraail data bused on the e.x-3.a.iinau.on; axjd .forwarding the 
etnaii dai.a according to the at least or^e transfer prcuocol via a co.an'suter network 
to a database, 

A fourth ro.eri-s.od ernbodinient con.iprises obtaining filter cc.inl.Toi da.t;r. 
exi-u.n.in.ing erria.ii data agaiiisi Xho OJter co.pJ.ioi data; deiermirii.rtg based on. the 
exan\.b.atioii tlic email data thai. sr>ouid not be forwarded.; ger.ierat-ng receipt data 
ideritifying ihe email data that should not be forv^'^arded; <ind !(.^rwarding tbe receipt 
data via a computer rietwork to a database, 

A fifib. niettuod embodi.menr compri.ses storing user prererences on a client 
computer syste.m; storing an i.itdenendently modii:iabie copy of tbe user 
prefere.aces on a ser/er computer syste.m coupled via a computer ner^vork to tbe 
cbent cr>m]:;uter systerri; examining, by tlie client com>put.er system, a 
coirflgyratio)>-c.heck schedaie; delerm.ini.r;g, by the client computer system. 
\vnetber a eonligciaiion check has been scheduled; estabbsm.eg, by die ei.3e.nt 
computer sysE.err= rfa contiguration check has been scheduled, a comniunications 
c-ha.r;nel xvitb the server computer system; deten:rani.a.g whether a.ny chat^ges to the 
inde.pende.ntly modifiable copy oi the user p.retereuceB stored on the serx'er 
eo.?uputer sysiem tiave been mado; ;md moddying, if any changes have beett made 
to tlve indepeadentiy .modifiable copy, the user pre.ferc.fi cos stored on the client 
cojupnter system according to ihe cinnnge;; made. 



A sixtli method embodiment conjpdses storkg on a server oompiiler 
systeru ari independently inodinable copy of user preferences stored on a clienr 
computer sysien.?, &s server coaiputer system coupled via a cornpiuer .network to 
the cHent cornpiuer system; en&bliag nuidificalior: of the Independenily 
niodifiabie copy of tlse asev prsfcrences oix the server computei; sysiCTn.; 
estabiishdng a comrn!.u>icatioris charmel with the clitrQl. compi-iler ^>ystem; a-ul 
provuiivig ar\y clianges iB.ade since a lasi conClgui^uion check lo the client 
coniputer system,, 

A se venth method enibodirnejn conjprises providing ivebsiie inform^istlo,?) 
oileririg email foAvai'ding fnncrionaiiiy to ciiem coraputer sysionis; enribiing the 
ciieru computer systems to request the eiiiail forv/arding fiinctionaiity io be 
do\Nrloa..f„. . Co M<-f i ^ 'o^\'ct t T c-s (Ji i > \ ' ^ f < >-SvU<-^x>.'> *u> u 
reqaesting client contpijier systcnr. and dovvTsioadiag 'an emmi i:brxvar;.iing engine 
to (h,e requesting ciicjit corupni.ei <?yste?r; ii)r enabiing ihe email forwarding 
firactionaiity on the requesting client computer system. 

.A first system enibodinjeui corn.pvises a cUeiit c;:>nti.gur..irion eriiraie i\.)r 
detern.uning whether start caieria have been me?: a retries-al engiric, coupled to tiie 
ebeni conSgiu-ation engine, for retrieving email evern.s ncru an erovad database; 
and data ixans.frutrer, eonpfed to the retne</al engine, for ibrwr^dmg intbanation 
corresponding io the new email event??, via a co.mpu.ter network to a database, 

A seccra-.! system embodijne/^i com.prises a server database mt^ager tor 
establishing a co.m.rr;nnicahons cb,anns.( with a client cojnpuier sysU;in, for 
receiving irdbrxsiation conespond.ing to new email events from the client computer 
3yste.m, and .(or ,storing t.hf; nub.anaiion corresporsding to the new anail evems in a 
database. 

A, diird system e.rnbodi.nient oompn.ses a l-iiter tor e,Karni.r\in.g ei.nal! data 
agajTist filter co.ntrol data, and Ibr deterr,ni.m,ng a.t least one transfer protocol rbr tlie 
email data based on die exiinnnaticeg and a data transmitter . coi^pled to the filter, 
for fo.rwa.rding trie email daia accordnig to the at least mto IraTisfer protocol via. a 
ei>n.iputer neb,vork to a daiabese. 

A fourth systexn embodiment coniprises a iib.er for e;o-.vnd;nr=g email df-.ta 
agabjst hU.ei- conrrol data., aj-d neterrniaiog ba.se;.! 05i th-i examination tlie email 
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data, that should rsot be forwsrded; a receipt geBerator> coii|5led to the filter, for 
generating receip;. data identifying the emmi daia thai mo>.iId vk.>v be ,tbr\.varded; 
and a data transmitter, coupied to the .finer, tor .iorvvardirig the receipt data via a 
computer network to a dalabasc, 

A fifth ;.;y.stern erabodh.-uent comprises a clieai cordlguration engiiie (or 
slo.ri.ag liscr preferences a client computer syste..vTi.. for sic^ring an i- -deneTidenUv 
mf.}diiiai>ie copv of the user preferences ovi a server computer system that ii- 
eonpled via a coauiuier network to the clie.nt cf -mputer system, fo.r exanuuiiig a 
coiifiguraLion-check schedirie to determine wlieiher a eo,niigura;.ion clieck has 
beetj scheduled, for deternmhng whether arty change.^; to ih& irideperjdeaiiy 
mod.i.tLable cops- have been made, and .for niodifying tlje oser preleronces stored 
0T> a client eompmtu- >;ystein aceordirig to ihe cki^iges rnadc to the iisdependentiy 
moditiable copy. a-K.I a eo.ra.mu,aications ep.gir^e, co'..ipied to the client 
coryfiguration eegiue. .cor estabbshir>g a cocamvinicatiorj? chavrnel. with the sender 
coiTipater system if a confi.ipArai'iar? cnsck i:as becii si: hcduU";d. 

A si;<i.b sy.9feij> cnibodio-ent c(a.riprises a databa.se foi monng an 
ifidependently modbdabie copy of iwer prefe,rerrces stored oa a client co.tnpute.r 
systcin, the server coi-npiu.er systetn coupled via a corapnter network to the client 
conjputer system; a server cor^.figurat.ion engine tor enabling modification of the 
independently modifrable copy of t.be user preferences or.i the server compuier 
systea-s, for establishing a communi&itio.o.a ch^uinel with the ciieni ccmputer 
systen^, ajid tor provid.i,n,g any changes made since a last co.nbgri.ration check to 
the client cofTtputer sysiem, 

A scverith system ernbodiniont eo.$nprises website in..fe.rmation oIferh\g 
email fbrwardirig functiovjaLifv to client eonipeter sysierns; email Ibrwarding 
engm.e, coupled to ihe website i.D.fonnation, ibr cT^abling the email forvs-arding 
hjnctiona.iit:/ on ti^e clic.fu computer .systems; and a v/eb server tor enabhng rbe 
clieni conipy.ter systexns to reqLsest the email .forwarding .functionaliiy to be 
do'vwjloaded, ajui for dovniloadi.ng the e.vnail torvvarding engine to a reqnosdng 
ciieat computer systesi. 

The system m-d irietbod advantageousiy use a trusted third party to 
maintain email and email evenf.s within a vKH\vovk system. Aeeo:di.Tig,ly, a user 



who ma»itai»s for example a work site, a Imm site and the global server site can 
foj wfird email aiid emaU events £o ihe ixust&d ihird party iTom all three sh.es. The 
roamu'ig iiser cari thiii^ access and reply to all emails laim all d^ree siie<5 while 
awa>'. Because the systeni arid i.5iethod operate over the iDtemet, tmaih arsd eniail 
evcrus ca?5 be forwarded over any distar.ce. Sirjce the sj'stem aiid method include;: 
email fbnnai translation, merging errjaiis benveen different applk;;ri.;.oi> programs 
ar,(d diiierent platforrrui is posssbk;. burii'iCi, beeaass eaiaii arvd/or emml tivexm are 
forwarded from within a firewall fuid uses comnjoaiy enabled protocols such as 
iiyperText Transfer Protocol d-iTIP), die iypieal nrevvail wldcfs fa-everjts in- 
bo\.ind con-.\manicadoas in general arid some ouiboiaid protocols doe-^ not act as iin 
iropeddnem.. Since the user prefercBces si-e set, the present sysrem aixi nunliod 
may operate unattended l^y the cheot user. The server conrputer cars maintain a 
complete record of ail emails and enniil events, so that ex'ider-ce oi'the occurTcnce 
of non -occurrence of email and cvesvis can be maintained. The email systen^ 
erjabks the safe tran.«;er of entails and/or email eve?ns possibly using ejx^'yptiors 
or receipt ger5eratii..va- l. iie eoiail ^;v:<rem ejiabies entails md'or cn^ad es-enis not to 
be ibiwiu-ded. The email system enabies the tutiation and narister protocols of the 
erniiils and.'or events to be set by the user b;^sed on user prefereaces such as 
security kveb andior, rccrpierns. comeel etc, 

FK3. lA is a block diagram .iUnstradng a network system, in accordance 
with an embodirf>e.nt of the present invention; 

FKj. \ B is a biock dxagrani idesU-ating details of an e>am-!p;e compntev 
system ot HG. 1 : 

MtK ,^ ;s bi.'ick du^oaa- d;u^^ra^:^=i' Ovia-r^ of the emaa ,A-to;n o: Mii, i; 

FKh. 3 A and 3B are a block diagram ilJustraiing detaik; of tlse e.rnail 
tbrwarding engine of ld.G, 1; and 

f-iOs, 4A-4C iii-e a .tlowchari iUosdating a nieife)d ofinsialbn!? the email 
forwarding engir,?e oci a ciieai co,rnp\.u.er system, iri accordiu>ce Vvitii an 
end-.iodimem of du^ present invention: 



FIGs, 5A aid SB are a flowchart iJitistmmg a metliod Cff fbnvavding 
emails from a cheai: computer systea- across a ccrnpuler netvv'ork to a server 
o.ompu?.e.r sy.sfeni. accordance with an omboiiimcnt oi th€ picscnt iovs.ntion; and 

FIG. 6 is a flovv'cluut iliusiraUng a ffietkod of checkiiig vdietlisr there has 
been remoiJ^ rot'dlficatjor^ of the user prefcvencos, in ;.icco.rdancc Wnh :m 
tmhodisnmi *jf fhe p.rt'sent itivention. 

The tbUowirsg description is provided to enoible. any petson skilled b the 
art to rnake arui ijse ihe iaventiorL and is ptovided in \i)c context oi a pardcuiar 
appUcation orA its requirements. Various .r!X)din cations to the embodimevms wil] 
r.>e readily appaierit to those skilled ir; the art, aul the gensrk- principles detlijed 
herein may be appued to either embodinients and appucatioiis without departing 
ffoni the spirit atxi 3cc>p« of the inveotion. Tlius, ;,he present invention is not 
intended to be hrnitsd to the enn-jc-di-nsrits shovvn, bnt i:s to he accorded the widest 
scope consistent with f.hc princfple^p features and T4;acbirji.vs disclosed herein, 

Jd(j. LA. is a block diagrarri i]h.Lst.rai.lag a netwcrk system lt)0. in 
acco^rdan.ce with an e.a-ibodirnent of the present i.r!.%'emion. Tbe networic systeru 
IOCS Incl-.-ides a server coTnputer system lOS coupled via a computer rjet^vork 1 hi 
to a client contpnter .system 11, 5, to an email server eornpute,r .sysfeftt VZu, and to a 
remote corriputer syinern 122, li will be appreciated that the computer network 
L 10 may .in:Clude the wide-area network corarrionly f.e.fe.r.red to as "tiie falarnel." 
and may i.ricitidf; one or n^ore local-area networks contmoruy referred to as 
'irilraaets." 

The seryei- eojnputei- systen-i 1 OS incmde.9 a web server 12.5, anetnail 
system 130 and a server database The v/eb se,rvcr 12.5 rach.Kies prograri^ 
code, hardware arrd^or fin.a\varc lor presenting sveb pages niaaaged by lix^ server 
eomp^.u.er system 105, iirid tor respondiag to browser requests trom a chent 
eo.mp-.u.er s>sten-^ 1 1 5. Thai ia, the web ser ver 1 25 .receives data from a browser 
j 40 opex-i.u.iag on a cbient conipister system 1 15, and transTntts data to the browser 
140 >.>perairag on a cusc.t compuVer system 1 1 S, 
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The email system ISO isdudes program code, .hardware.and/or finaware 
for enabling s user on a. chexii comptiter systejn j 1 5 lo request email ibrwarding 
rliiictionaUty to bo adds^d to the cJiont compiJ-tor sysmn 1 13, .tor providing 
p.if}gram code to iRstafl and enable e?naii aiid/or email event Ibr^'ardiog on the 
ciieni' cojviputer system 115, avid tor Hianaging email data (e.g., eruaii aad/or errsidl 
e-<.'e«Ls) ibrwarded from tiie cUexd cornpuier system 1 1 '5. i'Jf^tails of j.he enu^il 
&y9!.e.m i 3{> are described in greater detail with reierence t<;> FK>. 2, 

"ihe server database \ ?5 uududes a data soucmre, whieVi rnaaiuaivis etnails 
aDd/or amaU. oventB being forwnvdcd ttorn the cl.ieTU cor.rjpi.Uer systerr: 1 1.x The 
server database .13.5 nury iriclude .multiple dat.a structures for slonng nvdiiplc sets 
of emails and.'or en.uu,l events .trorn .multiple client coropiuer s>-ste-aii! 1 .15, The 
st.rriet.ure of the sender database 135 is ruairstained by the email system 130, 

Th.e client computer system 1 1 5 ir.\chides a browser 14(k an en\ail client 
-m^ a? d « v.>rf b^.^^ss I u^*? *d j- eii^ t^c./ i ss' 5t<.ht.ai\ 
iustaHed, iin email .fcrwm-ding ei-gine 15.5. The browser i 4i! includes prL;gjair? 
code, hardvvj.ire aud/or llrnivvare for e?iabUr\g ;i tlle-u compiuer sysiesri 115 to 
coDU'mmicate via ll^e corupatcr rjet.work 1 10 widi web ser\'f.rs 125 operated e-r* 
server computer systems 105, and for prescati-ag infoi7natio.a .from, websites 
ximintairsed by tire web server 12.5. l:i;,>;fUBples of browsers i'-iO include tlie 
Netscape Navigator'^--'' browser by ti^.e Netscape CA-rrmimucatioas (Corporation and 
the laiomel ,r;:,xplo.ref-"^- browser by the MicroBOtl: Corporation, 

The email clierit 145 irjclrides prognio) code, bardv.'are and.-'or ibTrAvai-e for 
comjniuricating witb an errsail ser\'er 160 rea,mtained on the mail serx'cr eoosputer 
system 120, The ernaU eUeot 145 acts as the mveriace lo c<.jnvenuonai entail 
ilmctionahity, enabbroi; a nser to .make conventioaal tecuests such as retricvi.5^.g, 
Vv'.-itmg, readfug, tl>rwami.rig, rep.lying, deleting, etc. Eniaii 15(1 .ir^^ciudes errtail 
dovvryoaded Irom >M email server 16(1 errjail created and sem fron\ the client 
eompiUer system il5, etc. Eraad events 150 irsehides iransaction i,mbrn.iation 
such as created err:ad, read email, deleted emad, .fon.va,rded email, deleted w.ithot)t 
resding, etc. The eraail and/or email eve.nt.s 150 prcierably dries not iriclude ac; 
email that mrs been trcsl^ed, e,g,, dragged to tbe trasb snd Lhe tra.-:-h emptied, but 
preferably does include the trashing event. 
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The cniciil forwarding engine 155 inckdes prograxii code, hardware and/or 
flrrrsvv'are for prcridirig tha eiTjasi ,tbrv/ardi,ug tanctionalky to t.h<i ciieixt computer 
system 1 15. The e.maii for^vaidirig engkie 155 is prcierabiy dowaloaded trom the 
server coinputer sysCeru .105, although if may be obtained In several od^icr ways.. 
e.g., uploaded tVc^m a CD -RC.>M or tloppy disk, receix'ed a.s an attachr/urrit hi m 

eng.u)e .135 p.referablY obtai.i-!ii all emails and/or enuul evenis i 50 and 165 noi yet 
^br^varded io tl.5e i.^er ver coruputer sysiein i ics arxi for-vards tlierfi npon 
s:.*i.isfaetion of p.red.etermined criteria suci'; as the expiratiou of a drne Vixnk or 
occunenee oi a predeterrnmed evorU. [)elaiis oi t.he cTuaii Idrvvarding engine }55 
are de.scribed in F'LCjs. .j.A aad .3B, 

The e.r?rad seryet corvipiuer sysleuT 122 incLude.s an emad server 160 a.ad 
eTViail and..'or en -ad events {iih.i.strated as "eriuiilevems'') 165. '1110 euudl sej-ver 
1 60 inetade;.^ progra.m code,, ha.aHvare and/or fir/nv^arcr. for T: managing enuiii 
received troTTi tlie computer neiVv'ork 1 for s-;ori,ag \hi^m rn- ei,oail 165, ib.v 
forwarding ?he crnaii to the appvopriiu.e clieni ccrripviier systems i 15, and lor 
rrisinvairidig a Io? of e.0K.u.l events .such as tbrwajded ernad fioni tbe client 
computer syste,rn i.o the computer network 1 1 0, forwarded e.nuiii to the client 
corjp->\if.er systcn.- froni the compiiter network 1 iO, ete. l.d.ion request by die ernait 
olierit 145, d^e email server 160 forward.? tbe emai; 165 to die enudi client .145, 
preferably delerea die emaii 165 stored tiiereon, and logs t.he crnaii e\'cxits as crnail 
and.-'or email events 165, .As ststed above, the email clieal 145 svoiv;s tbe .retrieved 
ern:dl 165 as eynait and/or e-uail events 150, Upos request by the email 
tbrvvardir.^g erjgine 15.5, tbe emai.! server 1.60 forwards c(-pie;, of eraail axidd^r' 
eroad, events 165 to tbe email forvvarddrg ertgine. 155 ami prcterably does not 
delete its copies of vbe eruoils i 65, 

The ,reniote ci-.impater system 171 may be aa urm-usted corriputer system 
beir;g operated by a traveUng viser. The remote coxXipnii:.x sysierrr 122 i,ncludes a 
brov/i=er .' 70 .lor enabling the liaveling user to access ;irKl reidovo omads fmd 
eoudi eveTUs from tbe server dataixrse 135 managed by tb.- emaii system 130 on 
(be server compitter sysien,\ 125. 
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It win be appreciated that the semtr compute systera 1.05, tha clierit 
c(uuputer sysiem 115, the emaii sewer computer system 120 and tbe rcjiioie 
conipuier system 122 may each be a single co.t)\pute.r or nmitipie corripiriers 
networked togeihter, Funber, U wiH be appreciated tbat portions of U>e program 
code, iiardware and/or ilrniware ori esch cctmpuier sysiem n-ay be Ui&iritamed on 
difCereru cornpiUers. Still tbither, it Vv'iii be appreciattd thai the server databsse 
135, the email and/or einad events 1.50 and tlie ernaii and/oj- email events 165 
need s-)Ot be stored ors (he same compister as the program eode. hardware a.nd/(>f 
firniware that is n\ar:aging or niarsipuiadng it, 

FKj. 1 B is a block diagram iliriStradag details of a cornpuier system i 75, 
Vv'berein each of the server computer system 105, the cLieot computer system 1 1 5, 
the email server corr;pnter systera 120 and lire remote coiiiputer syx-iem 122 is a 
speeiilc example thereof. The compmer system 17:; includes a processor 177, 
such as a-U luttl Fentionf '' n-;icroproc&sss,n' or a Motorola !^.>wer i'C- 
r)ucroproce;3SC\r. coupled to a corr;nvani cations ch;.*iine[ 1 ><.3. iTje conjputer ^^ ^ ej i 
1 '75 firnlicr irichides aij .u\put device 179 su.cb as a k.eyboaTd or Oiouse, an c s.^^ic 
device 181 such as a cathode my osbe display, a cr>rar{junieat.;Oiis device 
perasaneju siorage 1 87 Huch a.^; a oiagnetis: disk, ,'md vvorkiftg niemory i S9 sue i a- 
Rando-Ui-Aecess Memory (RAM), each coupierl to the communications ckjaiucl 
183, The coiimumk-atiOiB iaterlaee 1 85 may be coupled io the ccmpuler xieuvo-'k 
1 10- One skilled in tl'je arl wrll recogidze that, although the pena:5anet:st storafi^- 
187 and working ajemoo' are illustrated <vi diffcreut uirit, the perB:«neiU 
storage 187 mid working xxmxixyry 1 89 can be parts of ihe same urdt or units ors. 
differeju corrvputer sy;.^tevus, 

i:)ne skiiied in d\e art will recognize that d)e computer s/stero: 1 75 may 
aiso include additionai iriibrmatioiu slk-Ii as nctwori-:. eonoecdons, addidc^nal 
vaevrs.or>:, additional processors, ]...AN;=, oiput/oatput lines lor trausfenrag 
informiadon ax:mss a hardware citauneL the Interr:ct or- axi ruiranei., etc. One 
skilled in the art v^5!l rdso TccogTsizc thai the prog.rani code ^md data may be 
received by aard stored io du^ computer syslcm 1 75 in ultcauriive ways, i^'or 
example, a compoter-.rcadable siomge roediuns. (t^RSKf; reader 191 sucb as a 
magnetic disk drive, hard disk drive, magneto -optical reader, CPU, etc, may be 



cxjupled to tlie eonimimicatioDS dmanel 1S3 for reading a ccmiput.er»ica<iihlc 
storage medimn (CRSlVf! 193 svich as a magaeiic disk, a rKii-d disk, a magTAeio- 
oplical d5sk, RAM, etc. Accordkigly, tl-^e system 175 xnay receive progi'ain code 
and diUxi via (lie ("RSIS'I reader 191. Fuither, it will be appreciated that the term 
",men;ory" herein imcvK.ied to cover ail data .storage vncdia vvh.et.her penna.aent or 
reniporary. 

FIG. 2 b a block diagram iHustrMirig detaii.s of (he cniaii sysiervi 130. The 
email sy.stern 1.30 inc'sudes website infonnatior; .205:, pro-check engi.ne 210, aii 
tmtikl forwardirig etigme 21.5, ;m ider- tdicatiori er!gi.rie 120, a server con.tigutation 
engi.ue 225, aad a server dalaba,se nsanager "l/AL 

"Idle '.vebs:ite i.uforaiaUon 205 hu:ludos prograr« cede (e.g., applets, .scripis, 
HLlvlL., etc.) arid/or data that the web server 125 provides lo browsers 140 
acijessing tlie appropriate webpago, '"["ho website inibrrnation 205 rr>ay hiciude 
description? oldhe eiriail fovvv'arding furtCtionality asui the miiltipie versions 
available. The -website infomatton 205 may also includs the buttons and buttoa 
h-iricuonality for .requesting riie emaii fc>rA'axdiiig n-nctionality to be QO-wrJc>aded 
t<;> (he requesting olieiU. ootnputer .system 1 1 .5. 

■",r.he p.re~ebeck engine 2 10 includes prc-gratn code sucli. -^s Aciive"X'"'''* 
controls, appletii, I-ri'M".[., script, etc., vvbicb when provided to ;he browser 140 is 
aiitontaticaliy executed. The pro-check engine 210 detennincs vv-hetiier the client 
compuier system 1 15 hax^ a satisfactory version ex the eniaii fonvardmg erigine 
215 ah'eady installed. For example, die pre-cbeck er:gi.rie 210 may be eon.tlgured 
to examine wiscther the email forvva.rdin,g or!giv.ic 210 already instaUed thereon 
includes all t|-;e nece,<.sary nic-dides to conduct saus.tacl.ory crrtail and/or erviad 
event .[bnvarding. If the eniail ferwardifig engine 2 1 5 is too anu.qi.iaied or .acsn- 
existent, the pre-check engb^e 2U.i will instruci tlie web server 125 to download 
the latest version of Uk^ email forwarding engine 2 1 5. Otherwise, the pre-check 
engine 2 1 0 will insiiuct the web server 125 to prcseui website iafi-innatio.ri 205 
inibriuiiig the user that tl-ic version; iristabed tbereoa ,is sdll sadsfaciory. 

'"fhe email tbrx^^a.rdit;g engine 215 includes program code, hardware fuid./or 
firn>VN'nre tb»r providing the erorbl rb.nctlonalii.y descriijcd above Vviib ret>renee to 
i 5' \ .1 V !V U .iU-- >-n \ V" ' b ) 1 0 - ^ . 
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wfeether cettale stait criteda fmm beea met, ami, if ^o, retncves newly rcoeivj^d or 
created emaiia and/or eruail eveiiis. 'Fbe email .(brwardi.ag engine 215 delcnsTmes 
the ijensiii.-v'ity of the eriiail or cBiail event, aad tbrvvaxds the eaidls, email evenis 
or a message (e.g., receipt carjfinnation) cor?espor:idH'!.g to the emails and/or email 
es'erjts to Ih.c sciver coffipu).er sy.stenj 105 lor storage. Deu.yi'~ ol tiie email 
forivaidi'rig engine 215 are pro\'jded in and wii.h reference to rlXj^. 3 A md 3B, 
The identification engine 220 mciudes progxain 0)de, iiai-dvvare and/or 
rlrnuvare for cornnrunicau-ig with the email fonvardlog engine 155 oa the ciieat 
computer system 1 15 to provide it vvith an ID and password for coriirounicirdj-g 
Vv'itb the server compute? ?;yj>iem 105, The identiilcatioi: engine 220 nia>- 
aitertialively pro\'ide fmy idej.uO;ica.t.ior! aiid arrthead cation tecimique such as 
ceitiflcates, public af\d private key crypt ograp]>y, single-key two-way encryption, 
eic. 

Tiie sei-ver coniiguratioo en.gine ■."111? biclui.ies progri.uu codt% hardware 
and/or firmware for obiahdag cijent co:!ligi;rau;)n iritonnat.km including tbe 
processo;' type rrrui speed, i.h.e cormnu-aicatiori proK.>cr>is, etc. and lor obtaining 
liser preferences incltKiing prctcrrcd srart criteria and filter dabi. The serx^er 
conflgaradon er:gine 225 also provides rernole control of user p>re&r£nces. J^or 
exa,mpk^, a o.ser can acces,s the server corrnguraiion engine 225 ft'om the rem^ote 
computer system 1 22, and request dlflereiu sifat eriieria for tbe email fon-varding 
engine ori the client cornpiUer system I L5. The email (drvvarding engirie 1.55 
includes program code, hardware ar,ef''or finnware that coruacts the server 
computer system 105 to check if user- prefererices have eiianged. If so, tbe email 
ffrrwardnjg erjgine 155 will change its prefereijces, e.g., tbe start criteria. Ine user 
preference,s may aisi) iucliule the eon.nge.rati;)n -check .schedule. Remote cornrol 
of user preferences b}' the server con.tiguration engine 225 is described in greater 
detail fn and vvitb reterence to FK'ia 3 A 3B. 

The sen-er database ma.rs.ager 230 i?iciades program code, ba.rdw"U-e anchor 
frrnrsvare tor receiving enjails arK,!/or email events 150 arid 165 Ifom Ib.e client 
computer syste.m 1 15, and for storiag danu iu Ibe server database 135, fh.e servei- 
databsse m,a-.aager 230 prelerab.K- .a>amiairi,s the en>ai..b> and erinfd eve.nts in 
sepa.oite snb~folders, siid l,)ot,h in a h.-lder corresponding to Uie >.n;er. if requesled. 



the scrv'er database manage? 230 may divide the emails ox eraai,! events i.isto sub- 
sub-lblders correspo?tdu:g lo usstv d^^fkaxi preferences. For example, the user may 
opt to bave erna^ls mriher divided mio sub-sub-lblders correspondii-g to tl.)e sites 
Irojii v,'1 icb Jie> s^t-u- loruardf d, c^^no.3pondiiJg to the sender, coxxsspmidbxs; to 
tr^cir scrsttnitv, etc 

bk.rs, 3A and 3i5 su'e abiock diagram iHusbatiug details of the email 
Ibfwarding engine 155 on fne clicDt coraputer sysicfyi 115. I'Ijc email lorsvardiiig 
engbje L>:> ineh-des an auComatie instalkiion ejigiae .r?{)5, a clicru. cooiigunvucai 
engine 310, ar; eraasi a?Ki/or efr.ad even? retxieval engine 315 {iiluslrated as 
'-en-' ail/event, retneval erigine''!, emaii server iibrarses and profocoi 32(.l a ragging 
engine ?-25, a tormai cov.u'ener 330, a communkati-ans eng.$r<e 335, a filter 345. a 
data txansniider 350, an eneryptioa ertgine 355. a receipt generator 360 a.ad a user 
inierfeee 365. 

Fbc auwivaaiie ir.sta,(lai.ion e.ngiiie 305 includes i,nv)grain code,, haidwa/e 
aiKi./or liTTnsvare tor aistorna-icati)' installing the reiTUUniiig eonipovients oft.be 
email fors^'arding ej-gine 155 to provide Lac ei^iad torwardrrig n-rncisonality 
described above sviti^ reference to flXjs, lA and 2. The auton^atic inBtallatio.n 
e,ngiue 305 preferably uses converd.ional inst^il;.alicii.i pre-tocois. "fhe autorrmtic 
installation engine 305 pjcferably causes the einaii fbrv,^ii-ding engine 155 to 
initiate- each time the ciieiU' eomputer system is booted up, either by placing it as a 
stait~up .file or rnaki.ng arrar\gemenis with the scbedidcr on t.ne clie,riit computer 
system 115. 

■r}>e cblent c(5ni:lgia-atiorj cfigine 310 irududes program cc>de, .hardvva.re 
and./or i"),r?,nvvare j-c>r oblairdi^y, systerri corUigu.ratjon intarrnatio.a sucii as processor 
type and speed, RA.M ax'sdlable, eu;. and for erjabli-ig the user to select 
preterencesi, Selectirig preferences may include selecti.ng start criteria, snch as 
every llfteen minates, every day at a partieular tirrie, alter a predetermined evend, 
e.g., n.^ceipt of an email or arj axpfictea email, etc. The uaer preferences iBay be 
ini dally set to defarslts. The cl-ent conligaraiion engifie 3 10 uses the 
conmmnicaVsons engirie 3353 described bch>\v, to estabUsh a <.ommanicaiio.n.s 
charinel vvi?.h the server computer systeni 105, axid forv;s.rds the coatlgru-atiori 
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liiformMioa md met selected prefepeoces to server coniigui\itio;^ cngme ,V.*> 
of file OQiail sysf.sm 130, vvliich stores (he HifoRnation. 

After the start criteria have l^een met, tlie client corxtigurati.ir^ ttri.;j:,u^c 310 
c.(..ivitac.t.s t].ie server cor-figwraUot^ engine 225 to determine whether ihe user 
seicclcd prelerences have heer': rviodrfied remotely. Alieniatively, the client 
cormg.!.»aho« ongine may check vvhetlier the start criteria have been niodilicd 
rentote.K;, ia accordance with a ?;cheaule iadeperideaf from tl;e start criteria, i.e., in 
acccirdaBce with a corJiguration-check scbedaie, Acecrdingly, if the user selected 
preferences, e.g., the start criteria, h.ave bee.n nujuified, the client comigiiration 
e.ngit.-ie 3.10 .r.nodi.fies the 'aser sckxied p.references, and deteriijiBes ■v^'beltsCr the 
new smt criteria have i.)een .mei. If so. the client confjguxat.iori engine 3 1 0 
i.niiiates tha eniah ;.vad/or e.rv;ail evcjit retrieval er.ginc 3 1.5, Oi'nerwise, tlie ciient 
coafigisraHctn engine ,ilO returns to waiting. SiocjlariV: if other user preferences, 
e.g., Diter ccvntroi data der>cr;bed bsiovv; du> client ccniigurauon engifie .3 10 
niodi.fies those user preferences. In an<Dther euibvxiiment, the filter controj data 
rrsay not he retnoteiy nu.-diuabk-. It w-U he iurdier appreciated isiat the 
eoiingi-riition-cheek schedule n\ay also be c-r^nfigur&d to be rrjc.>ddied remotely. 

'llie eiuiiii axid/or email event retTievai engine 315 includes prognnri code, 
hardv^'are mid./or frrrr^ware tbr retnevin,g nev.' eB,iaii (received froui the corripiiter 
network i I i)) and email events, (such as received ema.u, .forvv'arded en-aii to client 
cornpiner system ,115, forwarded email to the compnter network. 1 U), etc) 165 
fjon.r the email server cotnpater systeni 1 20. The retiieval engi.rie also include 
program code, hardware ajui'or .firtnvvare for retrieving new email (created at the 
cllev^i compiUer system 1 15 or received from the email .server computer systen^ 
120) Oiid email events (such as created email, .for\va.ided c/Tiaii, replied to e.mali, 
trashed email etc.) L50. it will be appreciated Iha? th=e retrieval engine 3 1 ,^ .may 
commuxacate vvd.h the en,?ai! client 145 to retrieve email and/or cmpjl events 15('!, 
and to act as a proxy to the email server 160 retTie\'e email and/or events 165 
iTO,m. the emau server computer systenr 1 20. .Alternatively, dae retTievai engine 
315 snay obtain tire in.fennarb.>n directly horn U.reir storage locatic'US. 
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directly, to connni-uiicate v,'ith ihe email cXmu 145, or to ictrieve Uie emaii 165 
aiid/'or email event? 150 diiectly. For exarnpie, f.be ezf-aiJ se-fver i5.b.f.ar.iss and 
protoco] 320 include the libraries and protocol ibr coiDjnunicaiing ^viLh a variety 
of different email server normats such as MAPI aDcl ti>c F0P3. 

Ir.e tagging engine 325 iiK-iudei^ pt^ygntxm code, hardx^ are and/or fiixnvv;u-e 
for iderUifying the emaib; and/ov email e^'eat3 150 and 165 that are beie^g 
forwarded to the serve?- cofvvputer syslen.i 105. The tagging ^rigine 325 preferably 
vnaiiitun:? (be d.^ie jun u^no ci the last er:.a-l and''Ox enueii eveui 150 arxi 165 ai 
least 10 tlie secfrad, iuid possible to the niiUisecond. l.'he retxieval enghie can 
compare all eriiails and^or eraail ever^ts 150 aiid 165 against tbls dale iHid time to 
dolerrnAne which are new arul whieli bave already been fOiV.'ia-ded. 

I he tbnnal oonA crier '330 inelrvdes prograsn code, harxhvare and/or 
firmvv'iu-e tor converting emails and/or email event? 150 and 165 to a ccvmn^on 
ti)nnat, e.g., MIMB. Not all email sci'ver ec>niputer systems 120 operate ussrsg the 
sasne tornial. Acec>ruingly, a format convener 3iO may be mscg to forward tonnst 
coriveiled emails andA.jr enjail events S50 ajui 165 to the server corf^puter system 
105 in a single fonnat. 

[lie comirnrnicaitons engine 335 ir:Cl\ide2 prograitt code, bai-dvv'are and/or 
iiH'nvvafe for establishing a conunimications chariael witi> the email system 130, 
The commuivications engine 335 inch^des an l.i> and pasaword 340 wliich 
identifies and antheT<iicates ihe email xbrwiu-ding engine 155, tind tbns the user. 
The conimur-!.ieatlons engine 335 rnay use secure connection techniques such as 
BSI,, enerypiior., private and public key crv-ptography, elc. The comnvunications 
engine 335 enables the orher compor;ents of the email foj-vvan.irng engir;e 15.5 to 
ccminuinieate mxh tb,e cojnporients ttie email systera 13(.s, 

ilie tiker 345 includes program code, bardvva."e arui/or .titiaware for 
exJiitdning the email and/or email events 150 aiid 165 that are scheduled to be 
forwarded t(.s the server cornpaier aystem 105 against the user p.refereaces (e.g,, 
fiber cousTol dataj, and for dolecnnnlng svhat data wUi actuaiiy be forA-arded. For 
exarople, ii'ai\ email contains serrsitive udorn-aLion., a rjser nray p.reter not to have 
it for\%'aTded, to have ii h^rvvardcd r,ssirsg secure mciun; oi to have o.rdy a portion 
.forv/a.rded. Sinnhu'ly, die \iser may sTeier only te* have emails from select 
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ivuiivhiuals forwarded, Thvs, m accoixkmce witil the liiter coutxo;. data, the liiter 
345 may cxnnxim tlie recipient List, the .sender list, (he eruaii coiitei-t, or the like hi 
Rccofdarscc- with tiie tliics: oontxol dsx& to coatrol v.'hat gets fbi'v.'arded axid hcnv. 
Por example, a user may specify in the filter control data ihat, ifaii ernfvii coxilaivis 
(he \vord "cjordldtufdah" ''pavileged/' '\scr;v;itiv%" ete.. Lhen only a oorxlhrnation 
of reedp!. (not the enuu') alsould be .forvvarded. The user may also specify ih;^h if 
Lhe csnail i>^ Iri-xri) -'John Smith/' then ti-e emaii should be sent u^rhig encrypiksi. 
The user nuy a)so specify that, if die tm&ii has been seul to at least ono recipient 
having an email addicss in a public site sueh as ''yaiioo" or "iiottnaih'" then the 
email can be sent without eocryptioB regardless. "Ihe filter 345 operates oj-s email 
.and email events si.rr,ila?iy, 

11 e d-ih. t.i')^f">/<\'? ■^i^uJjJ'- < vro-'nrUv.j\ Ir'JVvai^ .y.ii o-* hum'a5<. 
for traiismaitiDg the data that the i\lii:^r allowed cir «;,eneraied. The iransm.itier 
350 may use c<niveiitiorud nies.^aiv.e packeLs transfer iechn,ique;;, hai;dshaking 
protocahN, eie, vo Liansfer the daia. 

I'he encryption engine 3Sd inehides prograjB code, hardware aivd/or 
firmware tor encrypiing messages being tr;n\sniuted to tlie server compaier ss'sten) 
} 05, The eneryption engine 350 nia>' operate wjth tht eororni.inicatio.us engi.ric 
335 when encrypting all iiiessage>K 'rhe encrypdon eriglne 35(.^ .oiay op<trafe with 
the data timismliter isSO when encrypting ah messages, or when txaiismitiing only 
aie-sgages specified by the .filter 345 to be encrypted. Lhe er^cryptir^n engine 350 
preferably uses eoriventior>al techniques such a$ pubhie and private key 
crypto^napby or two-way single-key enerypbon. 

The recelpi generator 360 ir.iciudei> program code, ba,rdvvarc and/or 
lir^nware .tor openiting with the filter 345 to geiieraLe a cou,ru-niaiion of receipt of 
an email and./or email event 1 50 or 1 65 to be Ibrwarded in hen of die aetnai eniah 
aud.''or ensail event 150 or 1 65. 

The user Inter lace 3hS includes program code, hardware and/or firmware 
to enable the u?or to set user preferences iuid other inforrnadon. 

MGs, 4A -4<3 are a ,tloweha.n illustradng a jnethod 4v{) of autornaricaily 
iniUahing die cn-tail forvcardmg tlinctionality, in 3ceo.rdance widr an cnd.)odinient 
of the presenr invention. The method 400 begins \viti> the browser 140 .in step 405 
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receiviiig a requesl' from a user to access :i particular vvcb?rUe managed by the 
seiver coinpuu-v sysiern 105, llic web server 125 in step 410 presents website 
.iBfonnMior^ 205 ir!C.lu.diD.g the email torsvardiiig iiuictionaliiy voptioa lo tlie user, 
Ir; response to a 'user request, the brovvser 140 in step 415 selects tl^e optioD, 

The web server 125 in step «20 provides the pre-check engi.ae 21.0 !.o the 
bixrwser 140, (lie b«nvser 140 in $iep 425 executes (or kiievpreLsj the pre-ci-eck 
ersgirse 210 to determine wiietber the clsenr cornpaiev sysie;r! i 10 already has a 
satisfactory version of tlse email fonvardiag engiiie 1 55 insialled ihereon. If se;, 
then the pre-chcck engine 2i0 'r;\ siep 4i;S iofcnns the aser, and method 400 then 
ends. Otherwise, the vveb server 1 25 in step 440 dowrjloadi^ the laxesi versioB of 
the email tbrvvai'ding engirie 155 lo the client computer sysieni 115. 

In step 445, the browser 140 initiates execution of the axii-c-niatic 
i.oMaliation engine 3{!5, wy&u installs Ihe re.nu.uj.iing eorn-poneius of ihe e-Baaii 
forwvj.rdir\g engir:e 1 55 on fne Ciienl conipriler system 115. Tne client. 
eo?rfig-..U'aho3\ engine 3 10 in step 450 enabie^ the user to ^eieol or set prefere.ace? 
i^e.g., start criterisi- .filler ci,;nirol data, con.tiguvation-cheek schedrde and o?.her 
iufbrrnation), in .step 455 obtains any ehie.ut con.Qguratio,u in.tbnrtatio"t (e,g„ 
processor lype ar^i speed, ccauection t.)'pe a.ad speed, eic,) and in step 460 
er<tablh^hes a comraurdcations eVj.a.ri,nel with the serv-er computer sysieai i 05, "llie 
ciient covrfigaratiou engi.ue 3 iO i,o step 465 .forwards imy user prsferences and 
client corifigoralioft information lo the server con.ipnter s>'Stem K.D, 

The identification engine 230 in step 470 sends an II.> a.ad p^i;?sword (or 
other identificadcin and 3utiie.rstication. irrfonnatio-u) to die ciient con,i!guratiDn 
or;gine .310, which in s;ep 475 iristalh? the ID and passv'/ord in the co.?n.aiurdcations 
engine 3?5 of the eTuaii .tbr<,vardi.ng engine 155. The anio.fnatjc in.st3llation engine 
305 in step 485 places the ernaii .forwarding engine 155 as a sisit-tvp hie, rnai-Ks 
arrangement svit.h the scheduler to sian the email fon^v'a,rding enghui 1 55 upoT\ 
boot up. or any other- eqxrivalent technique. Method 400 then ends, 

IhlCis. 5 A and 5E' are a nowcbart. iHusljati.ug a. n-eiliod 500 of .forwardi.v.:g 
eruf-ed avuJ.-or en.rail es'onts, ir; accordinK.e with au cnfbodiTueru. of the preserit 
inveo.tion. Method 500 begins sviih t'i\e elieat computer sysieui 1 \ 5 in step 505 
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cUcDt configuradoD cngme 5iO m :ueps 510 and 515 dclernihii.\N wnetiici 
predeiennined stait criteria have hi:tn xmL If xhc criteria have u<n ^ct-'u irei, ?hcn 
the cuml. coiitlgtu-ation engine 510 re?un.isto step 510. 

If the CTiteiia have been met, th:en die emm arid/or enifii! e^'erii retrieval 
engine 320 m stop .520 retrieves new en^aii mdJox email events 150 and 165 fiom 
tl'se client, computer sysr.ern 1. 15 and iiori! Ihe email seT ver coraprder sys;ieni 12(K 
The iilter 345 in step 525 reviews the emads aad/er cnuiil. events ISO and 165 
retdeved agairist fiUer control dai?i to determirie the ^'security'" level of the 
infonnation, d>e data to oansmit aud the trarnsfer protocols, l-or example, the u^er 
n\?.y have specified thai, if an efTiaii message retrieved includes the word 
■'privileged f then the e?ru.'Jl shor^ld be eiicrypted and ihiCn ibrwarded. As anodier 
exanipie, ihe nsev may have specified that, if f.he en\a,;J arsd/or- evrsail event was 
\vith '*Jolin Sntith; ■ tiien nodiing aboiii the transaction should be for^-'arded. As 
yet another exan-ple, the use? may has'e speciued thai, if an email transacilon 
reinairsed only Vv'.dhiii ihe local network of tlie workplace, cniiy a reeeipi 
identifying the transaction should be ibrwaxded. Based, on che filter control data, 
iiie iilter 345 determines wi>ai data to traasvo.it and how to irainivnit it 

The forrnst c(>nverier i30 in step 530 conve-ts, if necessary, ai^y email 
arsd^or email eveiits to the proper email iori>.ial For example, if an email i;'; in the 
R Tl* foTinatj bnt all entail on server computer system .105 .Is inaixir-aiiied in M.I.ME 
ibtniat, the Ibnnat converter 330 convexts the email fvo?v\ the RTF fonriai to ihe 
MJM.1^ tbmrat, 

rr.e camrnunicatlo.as engine 335 In step 535 the If.* aiKi passwoixi .340 
to establish a ccmnsnnJeatiGija cn3.anei ',vith ;.he enjall .sy.stenj 130. The tagging 
engine 325 in siep 54(s records wh^ich. emails ar^d/er e^•'e?us are being forwarded, 
preferably., by mtuntain-ng t.he date and iinie ol the laar. email and'or event being 
fovvv'arded to lh:e 55earest millisecond, fhe data iTansmitler 350 in o-tep 545 
transmit? the data to tm.os.mr, as deternhned by the filter .>45, according to the 
t.rans,ter protocols, also a^ detciiYuned by the filter 345, io the email system 130, 
riifc data transoiitler 350 uses encryption engirse 355 lo evicrypi naessages labeled 
for encryption aj.ni the receipt generator 360 to gericraie receipts, as needed. The 
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server database mmmger 230 in step 550 stores the tramsferred data in the server 
database .135, Method 500 thtn encl>. 

l-Kj. 6 is a tlowchan illusti-ating a rnetliod 500 of checking whether tisere 
has been a remote moditlcadou of user prcfcvcnc&s. Method SO'O begins with the 
client eonfiguxation engiije 3 li) m step 605 exainijiing a costlgUi.;iJion-eheck 
schedule. ll\e Ci/^aiiguiatiorj-check sciiedule nmy be a dcCas.?l!'. schedule tbat 
dennes ibe thxs.es when the client coTiaguration engine TilO sbe«.5ld check fov 
ren^ote eharigc.v to ihe user preferences. A,h,eniad\'ely, ihe coiitlgiii-atioiv check 
schedule may be usev defined -n the user preferences, step 610. the Qbe.n.t 
conf-guraiion engine 3 10 determinea wbetber a cbecl< lias been scheduled. If not, 
ti;e.n the method 600* ietuvv\s to &iep 6(f.'^, 

If a check, hm been scheduled, then the coninsunicaiions engine 335 ix5 step 
6.15 uses the ID and pss,<svvard 340 to establish a corn,m\iTUcaii0.vj,s charuiel with die 
server eontiguxatiori engine.- 225 on die server computer i5ys;tevr> l.i)5. Tiie client 
co.n.fn:.ura!,ion engine 310 In stqxs 620 arjd o25 eornrnnn.ic.ales with Uie server 
O'jjtfignration enghae 225 to determine if any .remote changes to the ^.iser 
pretei-ences have been tnade. 'Ihese changes may inchade changes to tt\<; start 
criteoa and changes to the coLifigiiratic>n-check schedule, .(f not, then .method 600 
ends, Odierwise, the ciieiu conligiinujon engine 310 in step 630 roodifies the «ser 
preferences on the chord cornpmer ,syst.e-m 1 15. Method 600 then ends. 

The lb.rego.ing description of th.e preferred ernbodi merits oi~the prcs'ent 
brv-entice, .is by ^^-ay o.f example on.vy, and other variations and nicdihcationa of the 
above-descnlbed enibodirnenis and tr^edrods are pf>ssibie in biglit of the tbregcing 
teaching, for exarnph% although the server cornpuier, clieiri computer and ernad 
server convpnter arc each dlustTBted as a single dov,icc, each may include sevejal 
compaters networked togeiher. Aifhough the network sites are ficing described as 
separate and disti.rict sites, one skiiied in the art Vv'ill recognize ibai these sites may 
be a p.an of a,n fntegral ?ite, may each include pc-r:ions of multiple s.d.es, or .nv-rv' 
inciutie combbradons of .sangie and rri.ubipk=j sites. ,f n.rtbe.r. eo?-.}ponents of th.is 
iivv'entiou may be inrp'ienieDted uslr.g a prog.ram.re.ed general purpose digiial 
co.reputi.a\ ?isi.r?c epplic.:Ui---n speciilc integrated circuits, or using u network of 
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interconnecled conventional conipoue-rits and circuits (JonneciioTis .a3a.y be 'vv.i,refi,, 
Wireless, modem, etc. The erabodi merits described herein are not iniersdcd io be 
exhaustive or limiting. The prese-it iiivexiuon is liraiied only by the fbllowing 
claims. 
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i^:xamimng start criteria: 

deCenniriing ^vhetlier &e start criteriiii have been met: 

!)bt.ai.ni.ng tiew email events fxom &xi email databa^-e arte- tii& s\<ix\ criteria 

have bee« met: and 

for^vardi-^g iiirormaiioi! corre^noifdivig t.o the -lew en -a; I e^ent,-; via a 

con?puter neivvork i.o a database. 

2. A system stored on a coi-npmer -readable mediu-m, c.ompnsir;gr 

a client contlguratioK engine for determining whether siarT cnteria have 
been met; 

a retrieval ersgiue, coup;ed to tiie olieat coBilguration engine, tor tetrieviBg 
enjasl events troy;? a.u en-ail databa.sfn and 

a dai:a tra^^snd^te^. conpled lo the rerrieval et5giae, ibr ibrwarding 
i.atbritiatios.i eorrespondiug lo the new emLihi evoijts via a c<)i;\puter network u> a 

database. 

3, A method, comprising; 

oso^ ^ih.danv a <_ormuisuoavsons cvnnci ^\ a : a c.se:jt vomoiA^r v> c>iera; 

^«^w;u itillnnation ecu ire.s;v<-. ding \> ra"<^' tiuml ix^xiis m>m the ciier.* 
Cv>:r>? K s^stc:f\ <a\ I 

^^^>;5^^, iho wit Tir.ai couc-ipondirg i-^ tht^ new eujaL e'icnt'? m a 
database . 

4 ^\ sv* H o t o„ \ - <i one)} ^ i< a.i'.bk ri > b ^n. coi ig , 

/ ><-rwf dM h ^e ..UP er h ^ e Air >s^n.'u-- < oonMu^s'^ .\n^<; cb^.nii£; wid) 
= e^ Ov-^rg 5, . -vstor; - ^^^^ u>ic>.n>si<\> «.n-'!o r'-roi to -^ew eraaii 

t. t,\ .i-jo) du> ouei ' enuH uc" s-\'-n arse i>r t-,^r,ih^, JMi. ii-*roa 
) r^spo \ nsu' 10 'S" :>^x% ia < „><,er 'n a i 
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A method, comprising: 
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obtaimag filter control data; 
examina.ftos:, arid 

!„v S P< t . f ^ v<-Oj, .Ul V St 

examiimtjon: arsa 
database. 

torwaj-ded: 

mHKKUVfv\ ^spra^^ k\ r^.-ui -^Lf em 3 . ^ i *i dt snodvi riot K 
rorward^ed; and 

hHv^,.tcLi5i vho Tt„. ^ >- d<.\i % u ' 5^ nut' nou^.Hl / 

rorwaraea: 

an \Moi !i<.'K:a' ? . > rst-dtorj nlut t < kmh' - - i.<( 
idcMSjri^ o^<.j via' J i M ' J 'H 0 ^ i fj 

' iJV-''5\^ 03 *■<.<' r'J^> hi; V a,d,',0 d.'^O . -./.f ' v.. 



5). A metliod, ccfmprising: 

st.oihig user pTe':efer;cevS on a client eompiUer sysieni; 

storing aa iridepondeaily nioditlable copy of the user preferences on a 
servo? computer system coapied via a computer network, io Uie ciieni coraputer 
system: 

exarniniru^ by the cli.cvd conipirter systeni, a config-jvaticni- check scherhile; 

deterrnining.. by the clierit conrputer .SYsten.5, whether a conngirratiors check 
ha^i l:>eeft ached aled; 

estabii5hir;g, by tho cliont coinpatcr sysiern sfa corLngivnuson check has 
been sch.eduied, a corvimunicatiovis channel with the fxrvoi co?viputer sysiony; 

deterniiD.irsg. whether tmy cliariges (o the ifxlepcvidently ruodif-i'bie copy oi' 
tbe user preferences stored on the server conipnter systetvi have been made; and 

modifying, if any char^ges have beerj made to the iadependeutiy 
;nodifiab!e copy, the user preferences stored oo the client. coa"!poJ.er system 
aooordiiig to the changes made. 

.' i), A aySi'em. stored or> a comp>u.e(-re adable .triediim-! , coTnprisiT.tg: 

a cLeni cunugu-vJ'osi en;;y.iK; (or stoma.', use? protor.Tt r-n a eiu-ni 
compntef systerri, .ibr storing an independently rnodiiiabie cop>' of the user 
prefetences or-j a server cornpruer systexr* that is oo\ipied via a compirler network 
to the client coniputer system, .for e.xarruo.ing a corriigoratioo-check schedide to 
deternune whether a cori.figuvatio.n check has beer, scbedirled, Ibr detenuining 
wheLhcr any cbtinge.? to ih>e independetrdy modiiiabk! copy bave been madCj and 
for .fuodify>.ng the user preierenees steered on a client c:>mtputer system according 
to foe changes rviade to tbe i,ndependentiy .madifiab.iC copy: and 

a comrau.nicadons e.agine. coupled to the client configaration engine, for 
establishing a comraimi cations channel with d.\e server coniputer system if a 
conligaration check baa been .'xireduled. 
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1 1 , A Bietiiod, comprtsiBg: 

stormg OB a ser ver cofnputei- systftrn an mdepends;nUy modiijabje copy of 
user pn^ferexices siored on a client computer system, se.n'er corapuler syste/n 
coispled via a computer network to the chtxa compiuer systera; 

enabl ing ni<.xij.ficadon ot the independesnly modifiable copy of the Oicr 
pifcference^; on ihc :so.i vTr cofnpi.,'tef ciysterfu 

eslabiishirig a cor^Hv.oisficatio.ns charmel with the ciieut computer system: 

and 

providing any cha-nges inads since a iasi coniigaration check io the ciieni 
computer system.: 

a database for stfiring an independently modifiable copy of u>;er 
prefereiices stored on a ;^(icn.i coniputer sysf-crn, O.ie server computer sysicu's 
coupled via a computer neCvvork to Hie dUnxi. corr>pi.;iei- -^ysceisv 

a server configmation engine for enabling modifieatioB of tlie 
independently ntodifiabie copy e-rilie user prefcrenees; ou viie server coraputCi' 
system, for establisldrig a connuuiucations channel vvitii tire ciiexit computet 
system, and for proviriiug arsv eh>anges made since a last ccnllguration check to 
the client cotuputer sysiera. 

13. A metliod, comprising; 

cLor t. J ,p<, U-t ^ ci 

vniHuv ^''^^i- e5 tec r.>u\\ sx-S"Uj, ,.o\ h c'^< t^rv.nung 
P nviKin hf'y to i^ie Jo u>. cd 

icCvHu^'av^l c^t <n tbe c^^ <oi }<^}-,^<.-'.|.r ^ t 'irnoQiJ c% \n l 
^equ^ 1 nil- >,'ncr.i- jr4v\es ttm 

d >v\7d>vji '\ D { i7-!ao i>>5Hti ^nc >o i'u sci-u kern v-ornnnter 



web?-:ife. iiirbrri^auusi (^ilering craail ionvardi-Cis? funouonaLa.Y to ciieai 
computer systems : 

aj^ >-:m-j.i\ forvvarding cugiije, coupled to xs'cbsite jnlcaTuatiovi, for 
5 enaoHng tlvc enia.il ibivv-ardsng iuisctioru^iify on the client cor;jpi.5;.-'>r syswms: and 

a web server lor Ciiabliiig cHfcut computer systems to request the email. 
ibrw;.n\iing functionality to i;c dovv'i-sioadftd, and t<.-!r downloading the craaii 
iofwarding engine t<3 a requ^-bng cUe!.U. cOi-Dp:.ji.er t=ystevn. 
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FIG. 4A 
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